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Two-Factor Aadhaar-Based Authentication for Corporate Users

As per the PFRDA directives, effective from 1st April 2024, an additional layer of security feature, Two-Factor
Aadhaar-based authentication, will be mandatorily introduced for corporate password based users for
logging into the CRA system.

We would like to inform that Aadhar based authentication functionality has a Top to Down approach. It
means, the Corporate Head Office (CHO) must complete the Aadhaar linking process before their mapped
Corporate Branch Offices (CBOs). CHO Aadhaar linking requests will be authorized by CRA. After successful
Aadhaar linking by the CHOs, their mapped CBOs would initiate the Aadhaar linking process which will be
authorized by their respective CHO

Part A: - One-time registration of Aadhaar number against CHO User IDs (Password based):

Step 1: - CHO (Corporate Head Office) User will login to the CRA system with their existing Login ID and
Password.
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Step 2: - The CRA system will prompt for the Aadhaar number. The user will need to enter the Aadhaar
number, check the declaration box, and click on submit and the CRA system will validate the Aadhaar number
and may request additional details if necessary.
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»  Aadhaar linking Request Initiation
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Step 3: - The user must provide the Name, Date of Birth, Mobile Number, and Gender as recorded in Aadhaar.
It is mandatory to upload at least one or all of the following documents (as per the requirement of the
approving office) with maximum size of 5 MB. (upload any of the below 3 documents)

e Appointment letter of the Employee OR
e Authority letter issued to the Employee to act as Nodal Officer OR
e Identity Card (Employee identity card)
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National Pension System (NPS)

» Enter Aadhaar Details

Reiogin

Aadhaar Number XXX XXE080

Full Name(as per Aadhaar) ™

Date of Birth ™ daimmiyyyy Qj
Mobile Number ™ +91

Gender* SELECT v
Document Type ™ ‘ SELECT s

National Pension System (NPS)

L? NSDL €-GOV o ‘ 121.240.246.24 says

110107418165.jpeg uploaded successfully.

> Enter Aadh n

Relogin

Aadhaar Number 000X XE080

Full Name(as per Aadhaar Mohd Aamir Abusad Shakh

Date of Birth (LJ'
dd/mm/yyyy

Mobile Number* a1

Gender* Male v

Document Type ™ Appointment letter v

Upload document : [ Choase Fie | 110107418165 jpeg m
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Step 4: - An OTP will be delivered to the Aadhaar registered mobile number, which the user needs to enter.
(In case of delay in OTP delivery, the user can regenerate OTP by clicking on Resend OTP.)
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»  Aadhaar linking Request Initiation

OTP successiully sent to the registered mobile number,

User I1D: 1400484003 Relogin Home
Aadhaar Number X0OOCOXS0E0
Name Mohd Aamir Abusad Shakh
Date of Birth {dd/mmiyyyy) 21031989
Mobile Number 7738480621
Gender Maie
Document Type Appointment letter
Enter OTP" I Resend OTP

Note: OTP will be sent on Aadhaar Regisiered Mobile Number

Step 5: - Upon submission of OTP and successful data verification, an Acknowledgement number will be
generated, and the request will be submitted for authorization.
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National Pension System (NPS)

»  Aadhaar linking Request Initiation

User 1D: 1400484003 Relogin

Your request has been submitted successfully and pending for authorization
Acknowledgement Number 1000000051
Capturing Nodal Ofice : null, null
2024-03-23 15:04:03
Authorising nodal office ‘null

Date of Request Submissio

Please note CHO Aadhaar linking requests will be authorized by CRA and thereafter the Corporate
Head Office (CHO) is responsible for authorizing the Aadhaar linking requests for CBO Users.




Kindly note below very critical points.

1. Same Aadhaar can’t be mapped with multiple user id.
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2. In one User Id maximum five Aadhaar can be mapped.

Part B: - Authentication of Aadhaar linking Requests submitted by CBOs

Step 1: - CHO User will login to the CRA system with their existing Login ID and Password.
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Step 2: - CHO User needs to enter Aadhaar Number and OTP.

Q’ NSDL e-Gov i now protean

Change is growth

»  Aadhaar linking Request Initiation

User ID: 120003610

Aadhaar Number 692584357065

I hereby understand/authorize Protean eGov Technologies Ltd as CRA to

National Pension System (NPS)

Relogin Home

1. Use my Aadhaar details for National Pension System (NPS) and authenticate my identity through the Aadhaar Authentication system (Aadhaar based e-
KYC services of UIDAI) in accordance with the provisions of the Aadhaar (Targeted Delivery of Financial and other Subsidies, Benefits and Services) Act,

2016 and the allied rules and regulations notified thereunder

2. Use my Demographic details (Name, Gender and Date of Birth) and OTP for authenticating my identity through the Aadhaar Authentication system for

obtaining my e-KYC through Aadhaar based e-KYC services of UIDAI

3. | understand that the Aadhaar details (physical and / or digital, as the case maybe) submitted for availing services under NPS will be maintained in NPS
till the time the account/User ID is not inactive in NPS or the timeframe decided by PFRDA, the regulator of NPS, whichever is later
4. | understand that Security and confidentiality of personal identity data provided, for the purpose of Aadhaar based authentication is ensured by Protean

eGov Technologies Ltd till such time it is acting as CRA for NPS

Note: Kindly provide details as per Aadhaar records
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» Aadhaar linking Request Initiation

OTP successfully sent to the registered mobile number,
User ID: 180003610 Relogin Home

Aadhaar Number XXXXXXXXT065

Enter OTP* 1 | Resend OTP

Note: OTP will be sent on Aadhaar Reqistered Mobile Number

CHO Home Page
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Welcome Corporate Head Office-180003610 26-Mar-2024 Home | Logout
Security  Views Transaction  Subscriber Deactivation / Reactivation  Emor Rectification Module  Dashboard  Subscriber Registration  User Maintenance

Aadhaar Lnking

Weicome to Central Recordkeeping Agency
Click here Click here 10 view list of pending withdrawal request
Click here to view list of Exit Ciaim IDs awaiting any action

Subscriber is required to purchase the annuity at the time of Exit. To view annuity quotes, please click here View Annuity Quotes

Notification i
Javascriptsubmturl(/NodalOfficerDetailsRedirect’, Nodat Officer Details Author...




Step 3: - Under the Radio Button Option of “Authorize Mapping Request” the User may
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search details by Nodal Office Reg. No. or Ack No. or From Date and To Date Option to get details for

Authorization.
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National Pension System (NPS)

Back 1o Main Menu

Aadhaar Linking Request Status View and Authorization

® Authorize Mapping Requast

Nodal Oifice Rég. No.

Ack Mo

From Date®

To Daie*

SrNo Ack No, User ID User Mame

View Request Status

Nodal Office Reg.  Nodal Office
No, Nami

Date of Initiation Action

Mohd Aamir
Abusad Shaikh

] 1000000051 1400484003

Central Bank of
004725 India, Visanji Rd 23-Mar-2024 coept/
- Mumbai

Step 4: - The CHO user will verify the documents uploaded by the CBO users before authorizing Aadhaar
linking request by clicking on “Download Attached File” option.

Aadhaar Linking Request Status View and Authorization

®) Authorize Mapping Request

Authorize Aadhaar Mapping Request

Acknowledgement Number
User 1D

Aadhaar Number

User Name

Date of Birth{dd/mmlyyyy)
Mobile Number

Gender

Nodal Office Reg. No.

Nodal Office Name

Date of Initiation

View Request Status

1000000051

1400484003
XXXXXXXX8080

Mohd Aamir Abusad Shaikh
211031989

7738480621

Male

6004725

Central Bank of India,
Visanji Rd - Mumbai

2310312024
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Step 5: -The CHO authorizer has to tick the declaration and can Accept or Reject with Change:lsgromth

Remarks and Click on "Approve” and “Proceed”. On rejection, appropriate comment has to be provided.

Gender Male
Nodal Office Reg. No. 6004725

Central Bank of India,

Nodal Office Name Visanji Rd - Mumbai

Date of Initiation 2310312024

Uploaded Documents

Document Type Download Attached File
Appointment letter ‘!‘

_1 I hereby deciare that all the information provided above and the documents uploaded by the underlying office have been verified and
found to be correct to the best of my knowledge”

OAccept O Reject

Remarks

=

Step 6: - The CHO user may click on “Proceed” Option to go ahead.

Do you want to Proceed ¢

Step 7: - The system will display "Request has been successfully accepted” and please click on “Close” option
to complete.
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Authorize Aadhaar Mapping Request

Request has been successfully accepted

Acknowledgement Number 1000000051
User ID 1400484003
Nodal Office Reg. No. 6004725
Central Bank of
Nodal Office Name India, Visanji Rd -
Mumbai
Date of Initiation(dd/mmiyyyy) 230312024
Date of Authorization(dd/mmlyyyy) 26/03/2024

Request Status Accepted

Central Bank of

Authorizing Nodal Office
< India

s

Part C:- Status View for Aadhar Linking

The users can view the status of request created by logging-in to the CRA system and providing
Acknowledgement ID under User Maintenance section by clicking on Radio Button “View Request Status”
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Uiser ki: 130013600 Eack 1o Main Meny

Aadhaar Linking Request Status View and Authorization

) Authorize Mapping Request % View Request Status

Request Type Addition v

Nodal Office Reg. No,

Ack No 1000000052
From Data* OB —
To Date* DO Y —

= From Date and To Date will ke the Aadhaar Mapping Autharization Date




Request Type Adldition -

Nodal Office Reg. No.

CEALE 1000000051
From Date” ™ —
To Date” ™ —
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Authorizer
Naodal Authorization

Nodal . .
MNodal Offi Date of R t Authorize
SrNo  Ack No. User Il | User Mame| Office " e _'!_ y .n Fques 5 .un.lul
Hisme Initiation Status Entity Id
Reg. No.
Maohd Central Bank
i Aamir of India, 23-Mar-.
i 1000000051 1400484003 Abusad GO04T25 Visanji Rd 2024 Accepted 1300136
Shaikh Mumbai

L Mote:

« From Date and To Date will be the Aadhaar Mapping Authorization Date

CBO Login post Aadhaar authentication by CHO authorizer.
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> Aadhaar linking Request Initiation

User 1D: 1900002500
Aadhaar Number 385872276051

| hereby understand/authorize Protean eGov Technologies Litd as CRAfo

Oiffice Date
Hame

Central

Bank of 26-Mar-2024
India

National Pension System (NPS)

Relogin Home

1. Use my Aadhaar details for Nabonal Pension System (NPS) and authenticate my identity through the Aadhaar Authentication system (Aadhaar based e-
KYC services of UIDAI) in accordance with the provisions of the Aadhaar (Targeted Delivery of Financial and other Subsidies, Benefits and Services) Act,
2016 and the alied rules and regulations nofified thereunder

2 Use my Demographic details (Name, Gender and Date of Birth) and OTP for authenficating my identity through the Aadhaar Authentication system for
obtaining my ¢-KYC through Aadhaar based e-KYC services of UIDAI

3. l understand that the Aadhaar details (physical and / or digital, as the case maybe) submitted for availing services under NPS will be mamtained in NPS
1l the time the account/User 1D is not inactive In NPS or the timeframe decided by PFRDA the regulator of NPS, whichever |s later

4. | understand that Security and confidentiality of personal identity data provided, for the purpose of Aadhaar based authentication is ensured by Protean
eGov Technologies Lid 8li such ime It is acting as CRA for NPS

Note: Kindly provide details as per Aadhaar records




protean

Change is growth

3 NSDL e-Gov : protean National Pension System (NPS)

Change is growth

» Aadhaar linking Request Initiation
OTP successfully sent to the registered mobile number.
User 0: 14004284003 Relogin Homa

Aadhaar Number JOOOOXXE08
Enter OTP” [ [ Resend OTP

Note: OTP will be sent on Aadhaar Regsiered Mobile Number

CBO Home Page

~ - v — -~ - - e -

£ NSDL e-Gov : o« Oprotean National Pension System (NPS)

Change is growth

Welcome Corporate Branch Office-1500002500 26-Mar. 2024 Home | Logout
thotize Request  Contribation Details  Grievance  User Maintenance  Document Management  Views Transaction  Masier Download  CGMS BackOffice  Nodal Offices Upload  Error Rectification Module

BRF Submission Details  Exit Withdrawal Request  Knowledge Centre

Welcome to Central Recordkeeping Agency

Click here Click hera fo vi

list of panding withdrawal request

Click here to view list of Exit Claim |Ds awaiting any action

Subscriber is required to purchasa the annuity at the time of Exit. To view annuity quotes, pisase click hers View Annuity Quotes

Notfication it




